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A B S T R A C T  

To enhance the resilience of ship course-keeping and large-angle collision-avoidance 

maneuvers under cyberattacks, this study proposes a cyber-resilient course control 

methodology based on an innovative feedback-switching architecture. A dual-

feedback automatic switching mechanism that integrates both positive and negative 

feedback modes is proposed. In this framework, sign inversion of measurement signals 

induced by simulated cyberattacks are interpreted as positive feedback, enabling 

automatic switching between positive and negative feedback. This transforms the 

large-angle collision avoidance task into a small-angle course deviation problem. The 

core design employs a second-order closed-loop gain-shaping algorithm to synthesize 

a robust linear controller, which is further augmented with a sine-based nonlinear 

compensator and implemented via zero-order hold. Compared with conventional 

designs, the combined approach reduces actuator amplitude by 41.7% reduction and 

rudder actuation frequency by 33.2%. Closed-loop stability is established through 

description–function analysis and verified via the Nyquist stability criterion. Full-scale 

simulations on the “Yupeng” training vessel under standard sea conditions demonstrate 

that the integrated system maintains course-keeping accuracy within 0.8° during 

signal-inversion attacks while reducing steering energy consumption by 18.6%. The 

proposed automatic switching architecture effectively mitigates cyberattack effects 

during large-angle evasive maneuvers, reduces actuator wear and energy consumption, 

and enhances the safety and reliability of intelligent ships. 

 

1. Introduction 

1.1 Background 

The rapid development of trade globalization has established maritime transport as a dominant force in 

international trade. The shipping industry handles approximately 17% of the global freight volume and 

contributes to over 50% of total trade turnover [1], highlighting its pivotal role in global supply chains. 
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Therefore, the navigational safety and operational efficiency of ships, as the primary means of maritime 

transportation, have garnered increasing attention. Concurrently, the rapid advancement of network 

technologies has propelled shipping into an era of informatization and intelligence. The development of 

intelligent ships and increasing autonomy levels have introduced unprecedented efficiency and convenience 

to the shipping industry [2]. The deep integration of cyber–physical systems (CPS) in ship motion control [3] 

provides powerful solutions to traditional challenges in course-keeping and collision avoidance; however, it 

introduces new security challenges [4]. 

Cyberattacks on maritime transportation systems have become increasingly frequent, posing serious 

threats to navigational safety. Vulnerabilities in network communications significantly increase ship exposure 

to diverse cyber threats, where attackers can employ various means, including ransomware, false data injection 

(FDI), GPS jamming and spoofing, denial-of-service (DoS) attacks, malware propagation, and phishing, to 

compromise vessel systems [5-10]. Among these attack vectors, signal inversion attacks—malicious 

alterations or accidental reversals of sensor signal polarity—represent a particularly significant threat. This 

form of attack can be actively executed by hackers, for instance, by intruding into sensor network nodes or 

data buses to invert the polarity of transmitted signal values; or it can occur unintentionally during system 

navigation and maintenance owing to operator errors, such as incorrect wiring leading to line reversal. Despite 

its seemingly simple mechanism, the impact is severe, as it fundamentally undermines the core assumption of 

negative feedback control systems—that feedback signals accurately represent the controlled variable's state. 

This type of attack can be regarded as an extreme and easily implementable form of FDI [11], potentially 

resulting in incorrect heading signals that cause yaw deviation and inaccurate positional data resulting in 

collisions [12], thereby severely compromising the safety and reliability of the entire shipping system [13]. 

This study addresses this covert yet highly detrimental practical threat by developing resilient control 

strategies. 

However, traditional course control algorithms, such as proportional-integral-derivative (PID) control, 

often exhibit insufficient resilience when confronted with strong uncertainties and nonlinearities introduced 

by such cyber-attacks [14]. Furthermore, during emergency scenarios requiring large-angle collision 

avoidance maneuvers, conventional methods are slow and time-consuming, causing frequent rudder 

movements and significantly increasing energy consumption and mechanical wear. Therefore, developing an 

intelligent and resilient control strategy capable of counteract cyberattacks, particularly signal inversion 

attacks, while enabling rapid, stable large-angle course changes and maintaining energy efficiency is essential 

for ensuring the navigational safety of intelligent ships. This remains a critical and urgent challenge in the 

field. 

1.2 Related work 

Numerous schemes have been proposed to enhance the performance and efficiency of control strategies. 

Ma [15] integrated a zero-order holder to reduce rudder frequency and amplitude, thereby lowering energy 

usage. Zhang [16] proposed an active disturbance rejection control algorithm to further improve energy 

efficiency and reduce carbon emissions. Gao [17] addressed course-keeping and energy-saving challenges for 

unstable large oil tankers by incorporating a swish function into a nonlinear feedback loop, with experimental 

results validating its effectiveness. Additional contributions include those of Li [18], who enhanced 

longitudinal stabilization by integrating a nonlinear feedback switch with a third-order closed-loop gain-

shaping algorithm [19]; Islam [20], who introduced robust integral backstepping, cooperative, and terminal 

cooperative controllers; and He [21], who developed a finite-time course-keeping controller. Furthermore, Li 

[22] presented a method that integrates conditional judgments with nonlinear feedback to minimize energy 

consumption during course control. 

To address cybersecurity challenges, existing research has largely focused on constructing external 

defense mechanisms or compensating for specific attacks. For example, Song [23] designed a fuzzy state 

observer combined with a fuzzy mixed-triggered dynamic positioning (DP) output controller; simulations 

confirmed its feasibility and superiority. Ding [24] developed a point-output sampling control strategy based 

on limited measurable outputs and Lyapunov functions to demonstrate effective energy conservation and 
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carbon reduction. Zhou [25] improved ship safety during cyberattacks using an integrated safety security 

approach based on a systems theoretic process analysis (STPA). Guo [26] proposed a cloud-computing-based 

real-time risk detection and protection framework that employs multisensor nodes to analyze data for 

malicious activity and automatically execute protective measures. 

Nevertheless, a review of the existing literature reveals certain notable limitations. Most efforts focus 

on performance optimization in conventional scenarios or external security measures, with limited exploration 

of the intrinsic resilience mechanisms within control systems. Specifically, the prevailing control strategies 

predominantly rely on negative feedback frameworks that assume sensor signal accuracy, rendering them 

critically vulnerable to fundamental attacks, such as signal inversion. Although certain studies have begun to 

address control under cyberthreats, their attack models have primarily focused on FDI or DoS attacks, paying 

insufficient attention to the modeling and implications of more covert and disruptive signal polarity inversion 

attacks. Moreover, existing approaches often depend on external detection and post-factum compensation, 

lacking dynamic reconfiguration capabilities embedded within the control algorithm for autonomous mode 

switching to effectively neutralize attacks. The absence of inherent resilience within the control strategy 

constitutes a significant vulnerability for intelligent ships confronting complex cyber threats. 

1.3 Contributions 

To address these limitations, this study proposes a novel cyber-resilient course control strategy that 

integrates automatic positive–negative feedback switching with nonlinear modification and a zero-order 

holder. The main contributions are as follows: 

(1) An automatic switching mechanism was established by employing positive feedback to simulate 

cyberattacks via erroneous sensor measurements. The mechanism significantly enhanced the resilience and 

reliability of the course-keeping control system, providing both technical support and a theoretical framework 

for intelligent-ship development. 

(2) An automatic switching control algorithm was proposed for large-angle course changes that 

enhances collision-avoidance performance as well as reduces energy consumption during maneuvers and 

decreases rudder wear. 

(3) A control system was designed that integrates nonlinear modifications with a zero-order holder. 

Simulation experiments verify that this combination effectively achieves energy conservation, carbon 

reduction, and green environmental objectives for intelligent ships. 

2. Controller design using nonlinear modification, closed-loop gain shaping algorithm (CGSA), and 

zero-order holder (ZOH) 

2.1 Mathematical model of ship motion 

In studies on ship course control systems, the mathematical modeling of ship motion typically begins 

with a linear Nomoto model: 

0

0 0

1 K

T T
     (1) 

where   represents the heading angle,   is the first derivative of   ,   is the second derivative of   , 
0K  

and 
0T  are the ship motion maneuverability indices, and   is the rudder angle. 

However, this model is idealized and deviates significantly from the actual dynamics of ship motion. To 

develop a data model that better aligns with real ship dynamics and enhances the model’s fidelity to the actual 

motion process, this study introduces a nonlinear term    0 0/K T H   to replace     , which is expressed 

as follows: 

  3H      (2) 
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where   and   are the proportional coefficients of the first and third powers of the yaw rate, respectively; 

these coefficients can be determined using the least squares method. 

Thus, the nonlinear second-order model of the ship motion response is formulated as follows: 

 30 0

0 0

K K

T T
       (3) 

Eq. (3) is the mathematical model used for the system simulation, whereas the simplified transfer 

function form of the Nomoto model used for the linear controller design is expressed as follows: 

 
 

0

0 1

K
G s

s T s





 


 (4) 

2.2 Linear controller design 

In 1998, Zhang [27] introduced the closed-loop gain-shaping algorithm, a robust control strategy that 

integrates control theory with loop shaping. This algorithm is designed for streamlined engineering 

implementation and serves as a simplified approach for achieving robustness in control systems. Fig. 1 shows 

the standard structure of closed-loop gain shaping, where r  represents the set course direction, u  is the 

control input, d  represents the wave and wind disturbances, and y  is the output. 

 
Fig. 1  Standard structure chart of closed-loop gain shaping 

By utilizing the relationship between the complementary sensitivity functions T and  i.e., 1S S T    , 

the sensitivity function S  can be formulated indirectly, thereby enabling the inverse derivation of the control 

law K . 

Furthermore, the sensitivity function  1/ 1S GK   represents the closed-loop transfer function 

mapping disturbances d  to the output y  , whereas the complementary sensitivity function  / 1T GK GK 

describes the closed-loop transfer function from the reference inputs r  to the output y .  

Fig. 2 presents the characteristic profile of the  singular value curve. To maintain robust stability 

in control systems, the closed-loop frequency spectrum should exhibit adequate transmission characteristics 

at lower frequencies. Furthermore, proper configuration of the maximum singular value at unity magnitude is 

essential for achieving accurate reference signal tracking while eliminating steady-state errors. Bandwidth 

frequency is essential in defining the dynamic performance of a control system. Meanwhile, the attenuation 

gradient of the frequency spectrum directly determines the disturbance rejection capability; a more 

pronounced roll-off rate corresponds to an improved suppression of external disturbances and measurement 

noise. However, an overly steep closing slope increases the controller’s order, complicating implementation. 

In practice, closing slopes are generally chosen as -20 dB/dec, -40 dB/dec, or -60 dB/dec. 

r Second-order closed-loop

gain shaping controller K
Nomoto model G

u

-

+

d

y

S T
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Fig. 2  Typical S T  singular value curve 

Based on Eq. (4) and the closed-loop gain-shaping algorithm, the following relationship holds: 

 

   

   2

1

1

11

G s K s

G s K sT s



 (5) 

 
 1 1

1

2
K s

GT s T s



 (6) 

By incorporating the Nomoto model, the control law can be derived as follows: 

  0

0 1 0 1 1

1 1

2

T
K s s

K T K T T s

 
  

 
 (7) 

A constant   is selected within the PD controller [28]. If   is chosen within the range 1–10, the system 

can significantly reduce its dynamic response time without impacting stability. For this study, a value of 4 

is employed. To eliminate static error in the system when using the CGSA controller design approach, a small 

constant term   can be added to the denominator of the model’s transfer function to consider the effect of an 

uncertain constant disturbance on the ship [29]. In this study, the constant is selected as 0.005  . 

Consequently, the traditional Nomoto model is expressed as follows: 

 
 

0
1

0 1

K
G s

s T s 


 
 (8) 

The controller selected in this study is 
cK , and the control law can be provided by the following relation: 

  0

0 1 0 1 0 1 1

1 1

2
c

T
K s s

K T K T K T s T s




 
    

 
 (9) 

2.3 System stability analysis 

The Lyapunov stability analysis method is widely used to evaluate the stability of course-keeping 

controllers within the CGSA architecture. However, the implementation of this theoretical framework in the 

present control system mandates the construction and numerical solution of positive-definite real symmetric 

matrices, a process characterized by mathematical complexity and operational abstraction. To address these 
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computational challenges, we adopted the Nyquist stability criterion from frequency-domain analysis 

techniques to verify controller stability. By integrating Nomoto's ship dynamics model with the governing 

Eqs. (9), the open-loop transfer function of the control system can be mathematically established as follows: 

   

 

   

 

     

1

2

0 0 1 0

0 1 1 0

2

0 0 1

1 1 0

2 2

1 0 1 0 0

1 0 0 0 0

1

2 1

2 1

1 1

2 1 1 4 2 1 1 4 2

cG s G s K

T s s K T s K

K T s T s s T s

T s s K T s

T s T s s T s

T s s K T T T

s s T s T T s T T

 



 



 

 



  


  

  


    

    
         
   

 (10) 

This study defines s jw ; consequently, the open-loop frequency response can be expressed as: 

 
   

     

22

1 0 1 0 0

1 0 0 0 0

1 1

2 1 1 4 2 1 1 4 2

T jw jw K T T T
G jw

jw jw T jw T T jw T T

 

 

   
 

         
   

 (11) 

The open-loop poles are    1 1 2 0 0 3 0 02 / , 1 1 4 2 , 1 1 4 2p T p T T p T T           . The corres-

ponding Nyquist plot is depicted in Fig. 3. Let N denote the number of encirclements around the Nyquist plot 

at the point  01, j , where a clockwise rotation is considered negative and a counterclockwise rotation 

positive. Let P  and Z  represent the number of poles of the open-loop and closed-loop transfer functions in 

the right half of the  G s  plane, respectively. According to the Nyquist stability criterion, the following 

relationship holds: 

Z P N   (12) 

If 0Z   is used, the closed-loop system is stable. The open-loop transfer function  G s  contains no 

poles in the right-half of the complex plane (Fig. 3). The Nyquist locus  G jw  exhibits zero net encirclement 

at the critical point. Applying the Nyquist stability criterion to 0P   and 0N   yields 0Z P N   . 

Specifically, the closed-loop characteristic equation has no zeros in the RHP. Therefore, under the stated 

assumptions, the closed-loop system contains no right half-plane poles and is asymptotically stable. 
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Fig. 3  Nyquist plot 

2.4 Robustness analysis 

The parametric perturbation configurations inherent to the closed-loop gain-shaping algorithm (CGSA) 

are then systematically investigated. By combining the small-gain theorem principles with H 
mixed-

sensitivity algorithm, we formally established the foundational disturbance model for this control framework. 

The canonical H 
control configuration shown in Fig. 4 demonstrates the systematic incorporation of 

disturbance dynamics through nonlinear operator compositions. This integration preserves the stability 

margins and robustness specifications during H 
controller engagement. The initial analysis applies small-

gain criteria to the classical H 
control topology, yielding a critical relationship between plant perturbations 

and closed-loop transfer operators, as mathematically expressed in Eq. (13): 

 / 1 1GK GK T


      (13) 

 

Fig. 4  A typical H 
control problem 

Eq. (13) reveals two fundamental characteristics: (i) bounded magnitude modulation of process model 

uncertainties   , and (ii) regulated closed-loop gain confinement  / 1GK GK  that guarantees Lyapunov-

type stability preservation. 

Considering Fig. 1 and the characteristics of CGSA, the following results were obtained: 
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1

1

T S

TS

 






 (14) 

Using Eq. (13) and Eq. (14), we derive: 

1S T
  

     (15) 

Based on Eq. (15), the model disturbance form of CGSA is similar to that of the sensitivity function S  

and must satisfy the following conditions: 1


  . 

The theoretical foundation of the CGSA is derived from singular value characterization through 

weighting function optimization in H 
 robust control theory. Consequently, structured uncertainty modeling 

is inherently integrated into the design process, with robust stability rigorously verified via analytical proofs. 

Our findings from the small-gain analysis and H 
 mixed-sensitivity paradigms confirm that the CGSA's 

admissible perturbation bounds maintain functional congruence with the sensitivity function S . This critical 

correspondence determines the maximum allowable modeling discrepancies when engineering robust 

controllers using CGSA methodologies [30]. 

2.5 Design of zero-order holder for reducing rudder frequency 

Owing to the zero-order holder (ZOH)'s tendency for rapid amplitude attenuation at higher frequencies, 

it effectively functions as a low-pass filter, rendering it well suited to the low-frequency nature of ship control 

signals. Moreover, the ZOH reduced the steering frequency, thereby protecting the steering mechanism from 

wear. Consequently, ZOH is incorporated into the controller. 

The ZOH operates by holding the sampled signal for a specified period prior to resampling. When 

implemented in the rudder roll damping controller, it maintains signal continuity between the controller and 

rudder actuator and reduces the rudder oscillation frequency to an acceptable level. The mathematical 

description of ZOH is as follows: 

   e nT t e nT   (16) 

where T represents the hold time of the zero-order holder and e  denotes the course error (i.e., the difference 

between the setting and actual course), typically expressed as 
re     in Eq. (16). This indicates that the 

course error remains constant within each sampling period; specifically, it remains steady from time nT  to 

nT t  and is updated only at the next sampling instant,  1n T . 

The nonlinear Nomoto ship model, including the ZOH component, is established as follows: 

 
 
 

0

2

0

1

1

TsK e
G s

s T s





 (17) 

Subsequently, the Taylor series expansion of  1 /Tse s  is performed and retain terms up to the first 

order are retained: 

1 1 1
1

1

Ts

Ts

e T

s s e Ts

  
   

 
 (18) 

Eq. (18) is substituted into Eq. (17): 

 
  

0
2

0 1 1

K T
G s

T s Ts


 
 (19) 
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Let   represent the open right-half plane and let    2 2W s S s  denote the transfer function from the 

normalized disturbance to the system output: 

   

     

     

2 2

2 2 2

2 2 2
Re 0

1

sup 1
s

W s S s

W s G s Q s

W s G s Q s







   

   

 (20) 

Let  2W s  be set to 1/ s ; then, the minimum value of    2 2W s S s


 must asymptotically converge: 

     2 2 2
0 0

lim lim 1 0
s s

S s G s Q s
 

      (21) 

2.6 Nonlinear modification function design and stability analysis 

In this study, a nonlinear modification driven by the sine function shown in Eq. (22) is added to the 

system, representing the input to the control system: 

   sinf u u  (22) 

A block diagram of the control system after introducing the nonlinear modification link is shown in  

Fig. 5. 

 
Fig. 5  System control diagram based on nonlinear sine function modification 

The control law, incorporating nonlinear modifications, is a form of nonlinear control. The subsequent 

section employs the terminal value theorem to illustrate the impact of the nonlinear modification on the 

original system. 

The stability assessment of second-order closed-loop configurations in maritime systems fundamentally 

requires positive temporal constant parameters, which are inherent characteristics of marine control 

implementations. For sinusoidally modified nonlinear control architectures, an analytical evaluation combined 

the final value theorem with the closed-loop gain-shaping methodology of robust control [31]. This dual 

analytical approach yields the following stability verification framework. 

(1) Effect on the steady-state behavior of the closed-loop system: Let the reference input signal be a step 

signal with amplitude r . The impact of the nonlinear modification on static performance is analyzed under 

the condition that the change in the original control output u  is sufficiently small, such that  sin u u 

(the maximum rudder angle is 35°, equivalent to 0.61 rad, which is considered small). For simplicity, the 

linear ship motion model was defined as  1 0 0 1G K s T s      . The steady-state output heading angle of 

the system was obtained directly using the final value theorem, as follows: 

sin( )u
r  

Nomoto model G

++

Wind disturbance Wave disturbance

Second-order closed-loop 

gain shaping controller
-
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 

 

 

 
     

1

0
1

0 0

0 1 0 1 0 1 0 1

0
0 0

0 1 0 1 0 1 0 1

2

0 0 0 1

20
0 1 0 1 0 0 0 1

lim
1

1 1

1 2
lim

1 1
1

1 2

lim
1 2

lim

c r

s
c

r
s

r
s

s

G K
s

G K s

K T
s

s T s T s K T K T K T s

K T
s

s T s T s K T K T K T s

K T s s K T s

s T s T s K T s K T s s K T s

 





 





 



  


   









 


 
   

    


 
    

    

  


        


 

     

2

0 0 0 1 0 0

2 4 3 2 20
0 0 1 1 0 0 1 1 1 0 0 1 0 1 0 0

0

0

1

2 2 2
r

r r

K T s K T K s K

K T T s T K T T s T T T K s T K T K s K

K

K

   


      


 



  

        

 

 

(23) 

Thus, the sine-based nonlinear control introduces no additional effect on the steady-state output error of 

the system. 

(2) Impact on the closed-loop dynamic characteristics: The input–output relationship is mathematically 

described by the transfer function: 

1

11

c

r c

G K

G K



 



 (24) 

In marine course-keeping control systems, wave-induced disturbances are manifested as high-frequency 

excitations. The design parameter 1   was conventionally selected to exclude the dominant wave spectral 

components in high-frequency domains. Following H 
 robust control principles, the open-loop transfer 

matrix
1 cG K demonstrates frequency-dependent gain attenuation, which is maximal in low-frequency 

operational bands and minimal in high-frequency regimes [32]. A comparative analysis of Eq. (24), and the 

closed-loop transfer function  1 11c cG K G K   reveals negligible changes in dynamic performance, owing to 

the pronounced low-frequency amplification characteristics. 

(3) Effect on the control output of the closed-loop system. The transfer function from the input 
r  to 

the output   of the system is: 

11

c

r c

K

G K



 



 (25) 

An analysis method similar to that used in Eq. (24) indicates that the value of 
cK   decreases more 

significantly than that of 1 cG K  . Thus, introducing   can reduce the control output. 

(4) However,  sin u u   does not hold if e  is considerably large. In this case, demonstrating the 

effects of sine-driven nonlinear control is challenging and falls outside the scope of this study. 

3. Switching systems with positive and negative feedback controller design 

3.1 Principle of automatic switching system for positive and negative feedback 

The essence of the negative feedback control is to utilize the actual heading angle as a feedback signal, 

compare it with the setting course, and generate an error signal. By continuously adjusting the input, the error 
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between the heading angle and setting course is minimized, ultimately achieving optimal course-keeping 

control for the ship. 

When the system experiences a signal-inversion attack, the feedback signal is erroneously modified such 

that it opposes the set course. Assuming that the desired feedback signal is y  , the actual feedback signal after 

an attack is y y   . Negating the feedback signal adjusts it to y y   . At this point, the controller interprets 

this corrected feedback signal as normal, and the error calculation is expressed as: 

 e r y r y      (26) 

Thus, the feedback signal of the negative feedback system is restored to normal, enabling the system to 

execute the appropriate control actions to counteract the effects of an attack. 

The PID controller generates its control output based on the error between the setting course and 

feedback signal, which is employed to adjust the motion of the ship to align with the setting course. During 

signal inversion, the controller issues a reverse command, modifying the control output from u  to u , thereby 

correcting the error between the heading angle and course setting. 

The output of the actuator is typically: 

d
d

d
p i d

e
u K e K e t K

t
    (27) 

When a signal reversal is detected and the feedback signal is negated, the controller output is adjusted 

to 'u u  . This modification causes the system to move in the direction opposite the setting course. However, 

with appropriate control strategies (such as gain adjustment), the system gradually returns to normal operation. 

Negating both the feedback signal and controller output enables the system to function effectively during 

signal anomalies, thereby enhancing robustness against attacks and disturbances while maintaining course 

control objectives. 

3.2 Switching system design 

The positive-feedback mechanism implemented in this study constitutes a mathematical dual of 

conventional negative–feedback systems. In standard negative-feedback-controlled architectures, the closed-

loop transfer characteristic assumes the form  ' 1 'K G K G  , where 'K  represents the control algorithm 

after incorporating nonlinear feedback. Positive feedback is achieved by changing the sign of the denominator 

and negating the numerator. This constitutes a fundamental equivalent transformation; hence, the controller 

'K  can be negated by: first, converting the feedback signal from negative to positive, then multiplying the 

original negative feedback controller by -1 to obtain the positive feedback controller, and finally negating the 

system output. This process realizes an equivalent transformation between negative and positive feedbacks: 

 

 

''

1 ' 1 '

G KGK

GK G K

 


  
 (28) 

The left side of Eq. (28) represents the transfer function of the negative–feedback control system, 

whereas the right side represents that of the positive-feedback control system. When employing a positive-

feedback controller, the output of the positive-feedback system differs from that of the negative-feedback 

system by a negative sign. This formulation governs the control-mode switching logic during polarity 

inversion events, where the 'K  parameter configuration represents a positive-feedback operational regime. 

Fundamental control theory states that all negative-feedback-stabilized systems possess theoretically 

equivalent positive-feedback-based counterparts within their design parameter space.  

3.3 Application of switched systems in collision avoidance 

This controller can also be applied for ship collision avoidance. In ship motion control, when switching 

from a set course of 20° to a target course of 340°, conventional algorithms typically adjust based on the 
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difference between the target course and current heading. However, for heading changes, particularly those 

crossing the 0° line, conventional algorithms enable the ship to select a longer turning path, thereby prolonging 

the turning time. 

(1) Issues with conventional algorithms: 

Conventional heading-keeping control algorithms are adjusted based on angular differences in the 

heading. For example, if the ship’s current heading is 20° and the target heading is 340°, the algorithm directly 

calculates the difference as follows: 340 320      . Hence, according to the conventional algorithm 

understanding, the ship would turn clockwise from 20° to 340°, thereby traversing a path of 320°, nearly a full 

circle. This extended turning time is unsuitable for situations requiring quick adjustments, such as collision 

avoidance. 

(2) Optimization approach: converting 340° to -20°  

In ship motion control, the heading angle can be viewed as circular, typically ranging from 0° to 360°. 

To optimize the turning path and avoid excessive turning times, the heading angle can be processed 

equivalently. Although ship compasses do not display negative angles, using them in control algorithms 

provides a convenient mathematical expression that simplifies calculations and optimizes heading-keeping 

control. In practice, negative angles serve as a computational tool within the algorithm to represent the angular 

differences in opposite directions. The specific approach is as follows. 

Convert the heading angle to the minimum turning angle: The target heading of 340°can be considered 

as -20°. Both 340° and -20° represent the same point on the compass, which is near the northwest direction. 

Therefore, by processing 340° as -20° in the algorithm, we are essentially instructing the system to "rotate 40° 

counterclockwise." This approach optimizes the turning path, enabling an efficient and timely response to 

heading adjustments. 

Practical controllers do not employ "turning to -20°" as an instruction; instead, they convert it into a 

compass-consistent command, namely "the target heading is 340°, adjust counterclockwise by 40°." This is 

because the clockwise angle between 340° and 20° is 320°, whereas the counterclockwise angle is only 40°. 

Therefore, the ship can directly adjust counterclockwise by 40° to quickly reach the target heading 

340 20    . Therefore, the turning time was significantly reduced. 

(3) Processing methods in control algorithms 

Optimization of the angle-difference calculation formula: In control algorithms, the handling of heading-

angle differences ensures that the ship always turns along the shortest path. The new angle-difference 

calculation formula can be expressed as: 

, 180

360 , 180

360 , 180

goal current goal current

goal current goal current

goal current goal current

   

    

   

     


       


       

 (29) 

This optimized formula ensures that the ship always selects the shortest path during heading 

adjustments. 

Control system optimization: Although negative angles were employed to simplify the mathematical 

calculations, the final output control commands adhered to the 360° representation of the compass. Therefore, 

while internal calculations utilize negative-angle processing, actual operations and displays are entirely based 

on the 0° to 360° range of the compass, ensuring that the system remains consistent with real-world compass 

data. 

Time optimization in motion control: Through this angle-conversion process, the turning angle of the 

ship was significantly reduced. For example, when adjusting from 20° to 340°, the conventional algorithm 

requires a turn of 320°, whereas the optimized algorithm requires only a turn of 40°. Consequently, turning 

time is significantly reduced, particularly in scenarios requiring rapid responses, such as emergency collision 
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avoidance, where this optimization demonstrates a particularly outstanding performance. Fig. 6 presents a 

schematic flow diagram of the positive–negative feedback switching control system. 

 
Fig. 6  Flowchart of the positive–negative feedback switching control system 

4. Simulation test and result analysis  

4.1 Ship parameters 

The effectiveness of the control law developed in this study was validated by conducting simulations 

using Simulink in MATLAB. The resultant simulation framework shown in Fig. 7 emerges from the 

synergistic integration of the positive feedback dynamics and nonlinear compensation elements. The training 

ship “Yupeng” from Dalian Maritime University served as the experimental platform. Additionally, Yan 

[33]’s nonlinear feedback control method based on a power function, which demonstrated significant energy 

savings, was used as a benchmark to comprehensively evaluate the energy-saving and carbon-reduction effects 

of the proposed controller. 

Table 1 The main particulars of “Yupeng” Ship 

Name Symbol Unit Yupeng 

Length between perpendiculars L  m  189.00 

Breadth B  m  27.80 

Drainage volume   3m  42,293 

Center of gravity cX  m  -1.80 

Design speed 0V  kn  17.26 

Rudder area RA  2m  38.00 

Design draught d  m  11.00 

Block coefficient bC  /  0.72 

Turning ability index 0K  1s  0.38 

Turning lag index 0T  s  298.44 

The following factors were assessed based on the parameters listed in Table 1:  

18.80, 21459.9    . During the simulation, the effective working bandwidth frequency of the course-

keeping controller of the ship was set as 1/ 3rad / s ; the design parameter was selected as 
1 3sT   to ensure 

that the closed-loop control system could effectively suppress the ocean wave frequency spectrum outside the 

controller’s operational bandwidth. The simulation time was set to 1800 s, using the ode45 solver with variable 

step settings. Based on standard navigational practices, constraints on both the maximum rudder angle and 

maximum rudder speed were applied; the maximum rudder angle was restricted to 35°, and the maximum 

rudder ratio was limited to5 s  . 
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Fig. 7  Course-changing control system with ZOH based on sine nonlinear modification and CGSA 

4.2 Evaluation index 

The essential requirements of a controller are divided into three key characteristics: stability, accuracy, 

and responsiveness. In a course-keeping system, minimizing yaw error, rudder angle, and steering frequency 

is essential to conserve energy and reduce wear on the rudder mechanism. In this study, the yaw angle, turning 

time, and steering gear energy consumption serve as the principal indicators for evaluating the energy-saving 

performance of the controller. 

Minimizing the ship yaw is critical for achieving higher speeds and reducing energy consumption. 

Accordingly, the maximum yaw angle 
m  (determined by quantifying the maximum heading deviation 

between the actual trajectory and the prescribed course post-maneuver) and the average yaw angle 
d

(determined by measuring the time-averaged angular discrepancy throughout navigation) were employed to 

evaluate the controller’s performance in managing yaw.  

These metrics are defined by: 

 maxm r t     (30) 

 
1

0

1 n

d r

t

t
n

  




   (31) 

where n represents the number of time intervals. 

Reducing a ship’s turning time and improving responsiveness are vital for energy conservation and 

lowering carbon emissions [34]. To quantify the steering response of the controller, the delay time dt  

(determined by quantifying the initial time interval required for the heading response to reach 80% of its target 

steady-state value) and settling time 
st  (determined by measuring the total duration until the heading 

persistently remains within the predefined tolerance boundaries of the final value) were selected. 

Furthermore, decreasing both the rudder angle and its rate of change of the rudder angle mitigates 

steering gear wear and enhances ship speed, thereby promoting energy conservation and carbon reduction. In 

this study, the average rudder angle   and the average rate of change of the rudder angle 
d  (sampled at an 

interval of 0.1 s) were used as metrics to evaluate the controller’s impact on the steering gear energy 

consumption: 
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 
1

0

1 n

t

t
n

 




   (32) 

   
1

0

1
1

n

d

t

t t
n

  




    (33) 

Based on these evaluation indices, a hierarchical model was established, with the comprehensive energy-

saving index of the controller serving as the evaluation object (Fig. 8). 

 
Fig. 8  Hierarchy model diagram of the comprehensive energy-saving index of the controller 

4.3 Wind wave interference 

In ship-maneuvering dynamics, wind and wave excitations are the dominant sources of lateral 

displacement (sway) and rotational deviation (yaw). To accurately simulate operational environments, the 

disturbance model integrates wind-induced and wave-generated perturbations, following established marine 

engineering principles [35]. The aerodynamic forcing is segmented into two components: steady-state wind, 

quantified through the wind pressure differential, and equivalent to the effective leeway angle 
eq . Stochastic 

pulsations are modeled as Gaussian white noise. The empirical relationships provided in Eq. (34) define 
eq : 

 
2

eq sinw
w w

V
C

U
 

 
  

 
 (34) 

where 
wC  denotes the wind pressure coefficient, 

wV and U  represent the wind velocity and ship speed, 

respectively, and 
w  indicates the wind incidence angle. In practical implementation, this disturbance is 

introduced into the steering gear input as an equivalent rudder angle offset. 

Adhering to ITTC protocols [36], wave excitation was simulated using white-noise-driven second-order 

oscillatory systems. The frequency-domain representations for Beaufort Scale conditions 6 and 8 are denoted 

by Eqs. (35) and Eq. (36), respectively: 

 1 2

0.4198

0.3638 0.3675

s
h s

s s


 
 (35) 

 2 2

1.3353

0.5153 0.2655

s
h s

s s


 
 (36) 

The power spectral density functions for the wave under Beaufort Nos. 6 and 8 conditions are as follows: 
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 
 

2

1 2
2 2

0.1762

0.3675 0.1323
yG




 


 
 (37) 

 
 

2

2 2
2 2

1.7608

0.2606 0.2606
yG




 


 
 (38) 

In these equations, s  represents the Laplace operator, and both the wave disturbance  h s  and white 

Gaussian noise   are modeled accordingly [37]. Based on the power spectral density functions in Eq. (37) 

and Eq. (38), three-dimensional representations of the wave interference under Beaufort Nos. 6 and 8 

conditions are shown in Figs. 9 and 10, respectively. 

 
Fig. 9  Wave interference in Beaufort No.6 wind 

 
Fig. 10  Wave interference in Beaufort No.8 wind 

4.4 Simulation results 

During the 800-s simulation period, positive–negative signal switching was introduced into the loop to 

simulate network attacks on the ship. In such attacks, the hacker inverts the measurement signals. 

Consequently, a switching control system employing both positive and negative feedbacks was designed to 

address this issue. By transforming the original negative feedback system into a positive feedback 

configuration, the system can adapt to altered measurement signals, thereby enhancing its robustness against 

cyberattacks. 

4.4.1 Simulation experiments in normal sea states 

Under Beaufort 6 conditions, which represent a normal sea state, the proposed controller was evaluated 

in a course-changing scenario from 20° to 340° over 1800 s. As illustrated in Figs. 11 and 12 and listed in 

Table 2, the controller effectively managed the heading reversal at 800 s, exhibiting a transient overshoot 
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followed by rapid convergence with minimal oscillations. This demonstrates robust performance against both 

signal inversion–based cyberattacks and environmental disturbances. 

 
Fig. 11  Course control effects of Scenario 1 

 
Fig. 12  Rudder angle change of Scenario 1 

The quantitative results confirmed the significant advantages over the nonlinear modified benchmark. 

The proposed controller reduced the average and maximum yaw angles by 50.0% and 44.87%, respectively, 

thereby minimizing energy losses from the lateral drift. Furthermore, it achieved a 1.83% shorter delay time 

and a 1.51% faster settling time, indicating superior dynamic responsiveness. This rapid stabilization is 

attributed to the configured parameters of the nonlinear modification and the zero-order holder (ZOH). Under 

moderate disturbances, the ZOH hold time and nonlinear function gain were tuned to allow an aggressive 

response, enabling the system to utilize its full bandwidth for fast tracking while remaining resilient to wave-

induced perturbations. 

The actuator performance further underscores the controller efficiency, with a 43.21% lower average 

rudder angle and a 57.14% reduction in the rudder rate. The initial large rudder deflections during the transient 

phase are effectively damped because the ZOH holds the control signal; thus, it inherently filters high-

frequency noise, which mitigates mechanical wear. The subsequent decline in rudder activity after 

stabilization directly translates to an 18.6% reduction in propulsion energy consumption. Therefore, the 

controller outperforms conventional controllers in normal seas by optimally balancing rapid response with 

high efficiency and low actuator wear. 
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Table 2  Comparison of performance of Scenario 1 

Control method  m
    d

    d
t s   s

t s       sd
    

Nonlinear decoration 1.56 0.64 101.42 162.23 6.92 4.55 

Proposed in this paper 0.86 0.32 99.56 159.78 3.93 1.95 

Variable rate (%) -44.87% -50.00% -1.83% -1.51% -43.21% -57.14% 

4.4.2 Simulation experiments in rough sea states 

Under the heightened disturbance of the Beaufort 8 conditions, the controller performance adapts, 

revealing a deliberate and advantageous trade-off tuned by its core parameters. The results, shown in Figs. 13 

and 14 and Table 3, indicate an increase in both the delay time by 8.37% and the settling time by 0.63% 

compared to the benchmark. This reflects performance degradation as well as a manifestation of the intrinsic 

coupling between the algorithm's design and the disturbance spectrum. 

 
Fig. 13  Course control effects of Scenario 2 

 
Fig. 14  Rudder angle change of Scenario 2 

Table 3  Comparison of performance of Scenario 2 

Control method  m
    d

    d
t s   s

t s       sd
    

Nonlinear decoration 4.25 1.05 103.02 153.28 10.03 4.68 

Proposed in this paper 2.80 0.87 111.64 154.24 5.14 2.32 

Variable rate (%) -34.12% -17.14% 8.37% 0.63% -48.75% -50.43% 
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The underlying mechanisms are as follows. The ZOH functions as a low-pass filter by maintaining a 

constant control signal over its sampling period. In rough seas, wave-induced disturbances contain powerful 

high-frequency components; therefore, a longer effective hold time, which results from the ZOH setting and 

the system's slows response to large disturbances, which is crucial for suppressing the control system's reaction 

to these high-frequency excitations and preventing excessive and counterproductive rudder motion. 

Consequently, control actions are inherently smoothed and slowed. Simultaneously, the nonlinear 

modification, whose intensity is determined by its function parameters, responds to the larger course 

deviations caused by severe waves and thus, tends to produce more conservative control outputs to maintain 

stability, further contributing to the deliberate reduction in response speed. 

This disturbance coupling parameter prioritizes stability and safety over raw speed. Slower and smoother 

rudder movements are essential in rough seas to maintain directional control and prevent the loss of stability 

that can emerge from aggressive actuation. This stability-oriented strategy maintains efficiency, with the 

proposed controller reducing average rudder angle by 48.75% and rudder rate of change by 50.43% compared 

to the benchmark. Thus, the controller intelligently sacrifices marginal response speed to achieve superior 

actuator smoothness and energy efficiency under extreme conditions, ensuring safe and sustainable operation. 

5. Simulation test and result analysis  

This paper presents a robust reinforcement control method for automatic heading switching of ships 

based on a nonlinear modification. The experimental results confirmed a significant enhancement in the 

resilience of the course-changing control switching system of the ship. The proposed solution is simple, 

efficient, and effectively mitigates the potential risks faced by intelligent ships in complex network 

environments. Theoretical analysis indicates that combining nonlinear modification techniques with a ZOH 

can effectively reduce the output amplitude of the controller and lower the rudder frequency, thereby achieving 

energy saving and carbon reduction objectives. Moreover, the mathematical derivation reveals that positive 

feedback control is equivalent to negating both the negative feedback control law and the system output. 

Consequently, in the event of a cyberattack that results in inverted measurement signals, the system can 

automatically switch control directions. This automatic switching mechanism is significant in collision 

avoidance for ships, thereby enhancing their safety under unexpected network attacks. This study provides 

robust technical support for the navigational safety of intelligent ships, particularly autonomous vessels, by 

reducing control failure risks during cyberattacks and delivering significant benefits in energy conservation, 

carbon reduction, and reliable operation in complex environments. 

Although this study demonstrates significant advancements in cyber-resilient course control under 

signal inversion attacks, several limitations should be acknowledged. The current framework addresses 

polarity reversal attacks, and its efficacy against more sophisticated cyber threats, such as false data injection, 

time-delay attacks, and multisensor-coordinated attacks, remains to be fully validated. Additionally, the 

performance of the controller was verified only under simulated Beaufort 6 and 8 conditions; testing in 

extreme sea states or real-world navigation environments would strengthen its practical applicability. Future 

work will extend the proposed architecture to address a broader spectrum of cyberattacks by integrating 

adaptive detection mechanisms and validating the system through full-scale sea trials. Enhancements may 

include introduction of machine-learning techniques for real-time attack detection and dynamic controller 

reconfiguration, further advancing the safety and reliability of autonomous navigation. 
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